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Abstract: - Constructing non-supersingular elliptic curves for pairing-based cryptosystems have attracted much

attention in recent years. The best previous technique builds curves with p =1g(q) /1g(r) = 1 (k=12) and p =
lg(q) /1g(r) = 1.25 (k=24). When k > 12, most of the previous works address the question by representing r(x) as
a cyclotomic polynomial. In this paper, we propose a method to find more pairing-friendly elliptic curves by
various forms of irreducible polynomial r(x). In addition, we propose a equation to illustrate how to obtain small
values of p by choosing appropriate forms of discriminant D and trace t. Numerous parameters of certain
pairing-friendly elliptic curves are presented with support for the theoretical conclusions.
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1 Introduction

After the propositions of identity-based encryption
scheme [12] and short signature scheme [13],
paring-based cryptography has attracted significant
attention in modern public-key cryptography. Over
pairing-based cryptosystems, Elliptic Curve Discrete
Logarithm Problem (ECDLP) on supersingular
elliptic curves is reduced to Discrete Logarithm
Problem (DLP) over an extension field by Weil
Pairing [10] or Tate Paring [15]. Although
supersingular elliptic curves provides high efficiency
for pairing-based cryptosystems [19, 20], researchers
have explored other forms of elliptic curves (e.g.
non-supersingular elliptic curves) since
supersingular elliptic curves only can be built when
embedding degree k <6 [11].

In 2001, Miyaji, Nakabayashi and Takano [8] first
proposed a method to find suitable non-supersingular
elliptic curves for pairing-based cryptosystems. They
discussed the problem from the point of view of tract
t. Scott and Barreto [1] extended the method of
Miyaji et al. and found more suitable
non-supersingular elliptic curves when k € [3, 4, 6].
Gallbraith, Mckee and Valenca [3] summarized the
methods proposed by the early researchers and
presented some appropriate families of group orders
for such elliptic curves when embedding degree k <
6. Duan, Cui and Chan [5] extended the work of
Gallbraith et al. by proposing the idea of effective

polynomial families of pairing-friendly elliptic
curves.

For larger values of embedding degree k, Brezing
and Weng proposed an efficient method to find these
curves [7]. They used t — 1 as a kth root of unity
modulo prime r. They generated the curves with the
best performance so far as lg(q) / Ig(r) = 1.25 (k =
24). Barreto, Lynn and Scott [21] also proposed an
efficient algorithm as for finding the suitable
polynomial families of pairing-friendly elliptic
curves when the value of k is large. They presented
several polynomial families in their paper, which can
be implemented to generate plenty of elliptic curves.
For arbitrary values of embedding degree k, Dupont,
Enge and Morain [16] proposed another method for
finding the suitable curves. Most of the curves they
found had 1g(q) / 1g(r) = 2. Barreto and Naehrig [17]
generated non-supersingular elliptic curves with
lg(q) / Ig(r) = 1 when embedding degree k = 12. They
presented the best curves with prime group order
known so far. Their work was generated by a special
polynomial family of q(x), t(x) and r(x), where 4q(x)
— t*(x) can be factorized as one square polynomial
multiplying with one constant number. In the most
recent work, Murphy and Fitzpatrick [4] extended
the work of Brezing et al. [7] and generated
pairing-friendly elliptic curves over prime fields with
discriminant D > 4 for arbitrary values of k.

In this paper we propose a different method for
finding more pairing-friendly elliptic curves.



Compared to the previous works, the irreducible
polynomial r(x) is not restricted as a standard
cyclotomic polynomial in our method. More
pairing-friendly elliptic curves are found by various
representations of r(x). We also illustrate the relation
to obtain small values of p by choosing appropriate
forms of discriminant D and trace t.

This paper is organized as the following sections.
In Sections 2 we give a description of the
mathematics background. In Section 3 we present
our method and discuss the difference when it is
compared with the previous works. In Section 4
certain  special  polynomial  families  of
pairing-friendly elliptic curves with various forms of
r(x) are presented. We draw the conclusion in
Section 5. The parameters of certain pairing-friendly
elliptic curves, based on the proposed polynomial
families, are presented in Appendix.

2 Mathematics Background
To find suitable elliptic curves for pairing-based
cryptosystems, we need to solve certain equations.
Assume the cofactor h is an integer, r is the order of a
point as a big prime number and t is the trace of an
elliptic curve. We want to find an elliptic curve over
Fq, where q = p is a prime number (we only consider
the prime fields in this paper). ECDLP on such
elliptic curves can be reduced to DLP over F.%,
where k is the smallest integer satisfying certain
conditions, defined as the embedding degree [1]. The
following equations determine whether such an
elliptic curve exists or not. Details of elliptic curves
for pairing-based cryptosystems can be found in [1,
21].

In a strict sense, to find the suitable elliptic curves
for pairing-based cryptosystems [10], we need

rlgt-1 (1)
However, under a mild condition [6], we just
consider q as a kth root of unity modulo r [7].
Meanwhile, since k is the smallest integer satisfying
r| g“ - 1, equation (1) should be presented as r | q* — 1
and q' — 1 is not divisible by r when 0 < i < k. From
[14] we have
dr =(Dk(q) (2)

where d is an integer and ®(q) is a cyclotomic
polynomial of q with embedding degree k and

d’r#®di(q),0<i<k 3)
Besides these conditions, we need
hr=q+1-t 4

where h is an integer. Combining equation (2) and
(4) together, we obtain
st=Q(t—1) (5)
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where s is also an integer [1]. Since k is the smallest
integer, we have

sSt®d(t—1),0<i<k (6)
By Hasse’s bound we have
[t <2q" (7

With all the above equations, we compute the elliptic
curve by solving
DV?=4q -t (8)

In equation (8) D is chosen by certain conditions [2].

All the above equations aim for finding suitable
elliptic curves for pairing-based cryptosystems in
integer fields. But it is impossible to search the whole
integer fields to obtain the suitable solutions. We
should transfer the problem into polynomial fields.
When analyzing in polynomial fields, we assume q,
t,r,h,d, s, Dand V as q(x), t(x), r(x), h(x), d(x), s(x),
D(x) and V(x). Duan et al. [5] proposed a lemma
which illustrates the fact that in polynomial fields,
equation (2) and (5) are already both sufficient and
necessary  conditions.  Thus  for  finding
pairing-friendly elliptic curves in polynomial fields,
only equations (2, 4, 5, 7, 8) are required and they
can be rewritten as:

d(x)r(x) =0i(q(x)) ©)
h(x)r(x) = q(x) + 1 —t(x) (10)
s(X)r(x) =Dy(t(x) — 1) (11)
t(x)] < 2q(x)" (12)
D(x)V(x)’ = 4q(x) — *(x) (13)

How to build pairing-friendly elliptic curves by
finding polynomial families satisfying equation (9)
to (13) were presented in [1, 3, 5, 8, 17]. Most of the
works concentrated on the cases when embedding
degree k < 6. Only one special polynomial family
was found by Barreto et al. [17] when k = 12, which
built the best curves with prime group order known
so far.

For larger values of k, the polynomial families of
q(x), t(x) and r(x) will not satisfy all the conditions as
equations (9) to (13). Only some of the parameters
will maintain the polynomial relations and the other
ones will only be valid for certain x as x,. Brezing
and Weng [7] proposed a method to find these
curves. In their method, t(x) and r(x) will satisfy
equation (11) by representing t(x) — 1 as a kth root of
unity modulo r(x) in polynomial fields. The
irreducible polynomial r(x) is always set as a
cyclotomic polynomial. q and DV? will not have the
polynomial relations. They can not be represented as
polynomials in cyclotomic fields. But all the
parameters are satisfying equations (9) - (13) for a
specific xo. Barreto, Lynn and Scott [21] also
proposed a similar algorithm. Their method found
the suitable curves by implementing certain
polynomial families of pairing-friendly elliptic
curves when embedding degree k is arbitrary. In their



work, r(x) was also fixed as a cyclotomic polynomial
and t(x) was fixed as x + 1.

In the next section, we will present a new method
for finding more pairing-friendly elliptic curves with
arbitrary embedding degree k by some special
polynomial families. The new method allows r(x) to
be an irreducible polynomial with different forms.

3 A New Method for Producing More
Pairing - Friendly Elliptic Curves with

Special Polynomial Families

By the algorithms presented in [1, 3, 5, 8, 17],
polynomial families of q(x), t(x) and r(x) are
implemented to generate various pairing-friendly
elliptic curves by choosing different values of x. But
when embedding degree k > 12, polynomial families
are hard to be found satisfying all the
pairing-friendly conditions (equation (9) to (13)).
Then there is a possibility that only parts of the
parameters maintain the polynomial relations while
the other ones are only valid for certain values of x as
xo. Thus different approaches should be implemented
for finding these effective polynomial families. We
will analyze the question in the following
paragraphs.

First we assume that parameters r and t maintain
the pairing-friendly conditions in polynomial fields;
but parameters q, D and V do not have the
pairing-friendly conditions in polynomial forms. All
the conditions are satisfied only for certain values of
X as Xo is given to all the parameters. For r and t we
have

SCOR(x) =Dy(t(x) - 1)
This can be viewed as

1(x) [Di(t(x) — 1) (14)
Represented in polynomial fields, for a specific xo,
equation (13) can be rewritten as
DV2(x) =4h(x)r(xo) — (t(x0) — 2)° (15)
Dividing D from both sides of equation (15) we have
V(x0) = [4h(xo)r(xy) / D] — [t(xo) — 2]/D(16)
Assuming [t(xo) — 2]* | 4Dh(x,), equation (16) can be
rewritten as
V2(xo) = {[t(x0) — 21° / D* } {[4Dh(xo)r(xo) / (t(xo) ~
2)’] - D} (17)
Here we use a technique to consider 4Dh(xg) / (t(Xo)
—2)* as a polynomial h’(x) for certain X,. This means
for a specific xo, 4Dh(xo) is divided by [t(xo) —2]* and
it can be represented in polynomial fields as a
polynomial h’(x). Then equation (17) is represented
as
V3(x0) = {[t(x0) — 21* / D* } {h’(x)r(x) —
D} (13)
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Thus if h’(x)r(x) — D can be regarded as a square
polynomial S*(x), all parameters in equation (18)
have square forms. Assuming h’(x)r(x) — D = S*(x),
for any suitable x,, equation (18) is written as

V2(xo) = {[t(xo) — 21 / D* }S%(x) (19)
This equation represents a modified polynomial
family. For the specific x,, we have

DV?(xp) = {[t(xo) — 2]’ /D}S*(x0)(20)
Representing equation (20) into equation (8), we
obtain

q=[t(x0) + DV’(x0)] / 4 21
We choose a suitable x, to satisfy that r(x) is a prime
integer. Then for the specific xo, if q = [t’(xo) +
DV*(x0)] / 4 is also a prime integer, we find all the
suitable parameters with satisfaction to a
pairing-friendly elliptic curve.

We must point out that Barreto, Lynn and Scott
[21] proposed a similar method as the above
approach. In their work, several polynomial families
were presented for finding suitable elliptic curves
with arbitrary values of embedding degree k. But r(x)
was fixed as a standard cyclotomic polynomial and
t(x) was fixed as x + 1 in their paper. In our method,
r(x) are taken as different irreducible polynomials
satisfying r(x) |@x(t(x) — 1). More pairing-friendly
elliptic curves exist when r(x) is not presented as a
standard cyclotomic polynomial.

The main idea of our method can be presented as
the following procedures. First we choose a specific
r(x) and trace polynomial t(x) with r(x) |®@y(t(x) — 1).
Here we should consider r(x) as any irreducible
polynomials. Then after choosing a suitable
discriminant D, we find polynomial families h’(x)
which satisfies h’(x)r(x) — D = S*(x). In the following
steps, we choose a suitable x, when r(X,) is a prime
integer and test whether q = {t*(xo) + [(t(xo) —2)*/ D
IS(x0)} / 4 is also a prime integer. Is q satisfies the
condition, we have found the suitable parameters of a
pairing-friendly elliptic curve. In our method,
4Dh(xo) / (t(xo) — 2)* = h’(x) is a hidden condition
since we represent h’(x) as a polynomial.

Based on the above analysis, we propose an
algorithm for finding the suitable pairing-friendly
elliptic curves.

Algorithm 1
Input: embedding degree k, ¢*>2'* and r
> 7160
Output: Xo, q(Xo), t(Xo), 1(Xo), DV2(xo)
1. Choose an irreducible polynomial r(x).
Compute trace polynomial t(x) by
Oy (t(x) — 1) = 0 mod r(x).
3. Choose a polynomial family h’(x) and a
suitable discriminant D with h’(x)r(x) —
D = S%x) where S*(x) is a square



polynomial.
4. Find a specific xo when 1(xo) is a prime
integer and q = {t*(xo) + S*(xo) [(t(x0) —
2)*/ D]} / 4 is also a prime integer.
Output X, q(Xo), t(Xo), T(Xo), DV*(xo).
6. Establish the elliptic curve by CM
method with the above parameters.
7. If no suitable parameters are found,
repeat from step 1.

)

When finding the suitable polynomials t(x) with
arbitrary forms of r(x), a much simpler way is to
choose an arbitrary t(x) first and then factorize
O, (t(x) — 1). The meaningful factor can be regarded
as a valid r(x). This simple technique allows us to
find more pairing-friendly elliptic curves by
various forms of r(x).

Because the key procedure of the new method is
to find special polynomial families h’(x), r(x) and
S*(x), in the next section we will list some
polynomial families with different embedding

degree k, p (Ig(q) / 1g(r)) and r(x).

4 Special Polynomial Families for
Producing More Pairing-Friendly
Elliptic Curves

In this section we will present some special
polynomial families obtained by our method. These
families can be used to generate more
pairing-friendly elliptic curves with different forms
of r(x), small values of p and arbitrary values of
embedding degree k.

Although Barreto et al. [21] proposed a similar
deduction, they did not explain how elliptic curves
with small p can be found by different forms of h’(x),
t(x) and r(x). The new method indicates that the
value of p is related to the choice of r(x), t(x) and
h’(x). It is because p = lg(q) / lg(r) = degree(q(x)) /
degree(r(x)). Since DV?(xo) = {[t(xo) — 2]° / D
H(X)r(x) — D}, we have degree(q(x)) =
degree(DV*(x)) ~ 2degree(t(x)) + degree(h’(x)) +
degree(r(x)). Thus the value of p = degree(q(x)) /
degree(r(x)) = [2degree(t(x)) + degree(h’(x)) +
degree(r(x))] / degree(r(x)) = 1 + [2degree(t(x)) +
degree(h’(x))] / degree(r(x)). It is to say that p will
always be larger than 1. This can also be deduced
from the conditions used in our method. Since we
assume [t(xo) — 2]* | 4Dh(xo) in the algorithm, h(x)
will be a constant integer as h when p = 1. Then [t(x)
— 2]* | 4Dh will not be satisfied since [t*(xo)| > 4Dh.
When the degree of h’(x) is 0 (h’(x) is a constant
number), p has the smallest values as 1 +
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2degree(t(x)) / degree(r(x)). Thus for finding p close
to 1, h’(x) should be chosen as a constant number and
t(x) should be chosen with the smallest degrees.

Brezing et al. [7] successfully found
pairing-friendly elliptic curves with arbitrary
embedding degree. Similar work was achieved by
Barreto et al. [21]. But the limitation of their work
was that r(x) was only represented as the standard
cyclotomic polynomial. They did not provide any
explanations to the circumstances when r(x) was not
a cyclotomic polynomial. The work of Murphy and
Fitzpatrick [4] was also based on the standard
representations of r(x) as d(x).

Our method ignores the limitation imposed on the
forms of r(x) since we only need to find h’(x) and D
with h’(x)r(x) — D = S*(x). For this point, r(x) can be
any irreducible polynomials satisfying r(x) |®x(t(x) —
1). This allows us to find much more elliptic curves
by various representations of r(x).

Table 1 tabulates some special polynomial
families with different r(x) (including the case when
r(x) is a cyclotomic polynomial) when k is taken
different values from 8 to 32. The trace t(x) is taken
with degree as small as possible to obtain desired
values of p. In Appendix, we generate the parameters
of certain pairing-friendly elliptic curves when k =
14, 15, 28 by the polynomial families of Table 1.

k| r(x) h’(x) t(x) D| p
8| x"—xZ+x8—x*+1 [ x*+1 >+1 | 1] 1.8]
8| x'®—4x" +9x2 - x+1 —x{ 1] 1.8]

12x"°+10x* —4x° + 1
14 x"+x"T—x"—x*+x°{ 4’ —4x [ x+1 | 3] 167
+x+1 t4

19 81x°—81x" +54x°— | 36x* + 3x3+| 3] 174
27x° +9x* —9x* + 6x° | 36x + 12
—3x+1

14 x2?—x*+x"—x®+1 | x*+1 x>+ 1 | 1] 1.5

28 XM +x7 —x"x"+ [4x*—4x® | xX+1 | 3] 1.4]
X2 —x*+xP+1 | +4

37 xM —xM+x—x+1 [ x°+1 xX+1 ] 1] 141
Table 1: More special polynomial families with
different r(x)

When the irreducible polynomial r(x) is not
limited as a cyclotomic polynomial, more values of
the discriminant D will be suitable for generating
pairing-friendly elliptic curves. Appendix presents
parameters of curves with D = 3 when embedding
degree k = 14, 15, 28. Such curves and their related
polynomial families in Table 1 are not proposed by
any relative works before. These new polynomial
families will be implemented for finding much more
pairing-friendly elliptic curves. It is no way to list all
the special polynomial families with various values
of embedding degree k.



In fact, when r is allowed to contain a small factor
sast=s xn (nis a prime larger than 2'®°), more
suitable elliptic curves can be found. The same
technique has been used in [1] when embedding
degree k < 6. When r = s x n, n should be a large
prime bigger than 2' [9] and the cofactor h will be
multiplied with a small factor s. Brezing et al. [7] and
Barreto et al. [21] only implemented r as a large
prime in their methods. By our method it is easy to
find that the condition of prime r(x) can be loosed to r
= s x n without effecting the values of p heavily.
Thus more elliptic curves different with the previous
works are found in this paper. The value of p will not
increase much if s is carefully chosen. The simplest
situation is that r(x) = sr’(x), where s is a small
integer and r’(x) is an irreducible polynomial. In
such circumstances, more suitable polynomial
families for pairing-friendly elliptic curves are found
with different k. Table 2 presents two examples of
such polynomial families when k = 12, 14. In
Appendix, we generate the parameters of certain
elliptic curves by the following polynomial families.

k | rx s | t(x)
12 | 2197x* - 1352x° +299x* - 28x +1 | 13 | 13x—1
14 | 20511149x° — 30413083x° + 19 | 29x -6

18803919x* — 6205739x> +
1153069x> — 114381x + 4733

Table 2: More polynomial families with r(x) = sr’(x)

5 Conclusion

In this paper, we propose a new method to find more
pairing-friendly elliptic curves with arbitrary
embedding degree k by certain special polynomial
families. This method allows us to obtain new
families of pairing-friendly elliptic curves by
representing r(x) with various forms. In addition, we
propose the technique to let prime r contain a small
factor s for finding more pairing-friendly elliptic
curves.  Numerous  parameters of  new
pairing-friendly elliptic curves are found with the
proposed method.
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Appendix

1) k=14
x)=x"+x" - -x*+x*-x -+ x+ 1 t(x) =
X+ 1L, X)) =4x"—4x+4,D=3

x =15232
r=1559953610213629649866173139817169484
03826318130049 (167 bits)

t=3534034567169
q=15066673119306046585731807946325287909
71590198294901497826498593598509651034460
2059

DV’=3x 4482063976831216776190228563210827
09420715’

p=1.63

() k=15
r(x) = 81x* — 81x’ + 54x° — 27x” + 9x* — 9x> + 6x* —
3x+ 1, t(x) =-3x>+ 1, h’(x) = 36x* + 36x + 12, D =
3
X = 555160
r = 7308522247702172248730760796836655562
67288264121 (160 bits)
t=—924607876799
q=5777010040150935812292344359885929409
30639047439215123641554855917032109322710
916801
DV? =3 x 87764913567635791770488435666798
1068923199

p=1.73

(3) k=28

r(x) =x*t+xP —xPox"0+xxFxC+ X+ 1,
tx)=x"+1,K’(x)=4x"-4x*+4,D=3
x=4771

r -
193475517289794799472841019248011083439
4779405134439011249404032388632622350056
6190371441 (294 bits)

t=108599606012
q=13940931700644351676999778967026027611
7684934586971572249062464786625237512225
0874290723373771539347823551263668074300
18348711
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DV? = 3 x
22922861079845891631021482264306
1578056488974455156650579939870>

p=1.4

@Hk=12

r(x) =2197x* — 1352x’ + 299x” — 28x + 1, t(x) =
13x—1D=3

x = 137438953782
r=7839158022878737387847692813958531851
19086316917 (160 bits)

t=1786706399165

q = 1084420958104965740202945396282754819
9750866489317427585866728276041510847
DV? =3 x 38024920917822051230350291383
77216311

p=1.5

5 k=14

r(x) = 20511149x° — 30413083x° + 18803919x" —
6205739x> + 1153069x” — 114381x + 4733, t(x) =
29x—6,D="7

X = 5936652

r = 8979236944077220648667091883983493530
35596592369 (160 bits)

t=172162902
q=3268117597208355647147327757975032364
4791311126785365791791678052242118868836
82901

DV? =7 x 4321453192889338798147851071855
7618084100

p=1.7



