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Abstract: 
 
In this paper we propose a new public key cryptographic system using Cab curves and Low Density Parity 
Check (LDPC) codes for mobile communication. This algorithm uses the Jacobian group of the Cab curves 
as a mathematical group to perform the encoder and space time operations. This paper offers an improved 
performance of 17.27 dB for BER = 10-5 against BPSK over a Fading channel. 
 
 
Keywords:  Cab curves, low density parity check, cryptography. 
 
 

1. Introduction  
 

In 1987 Koblitz [8] proposed the use of the group 
of an elliptic curve in cryptography, and again in 
1989 he [7] proposed the use of the Jacobian of a 
hyperelliptic curve in cryptography. Later on the 
Jacobian of Picard curves [4], the Jacobian of 
superelliptic curves [5] and the Jacobian of Cab–
curves [2] have been proposed. Because of some 
attacks [1] [6] on the DLP of hyperelliptic curves 
of large genus, the community is today looking at 
the Jacobian of curves curves of genus 1,2 and 3. 
Nowadays elliptic curve cryptosystems are widely 
used, discrete logarithm based cryptosystem with 
Jacobian group of more general algebraic curves, 
such as hyperelliptic, superelliptic [5] and Cab 
curve [2], are not used. One of the main reasons 
for that is the heavy computational amount of 
addition in Jacobian of such non-elliptic curves. 
In previous work we have been presented another 
cryptographic systems, which combined elliptic 
curves with LDPC codes [9] and elliptic curves 
with convolutional codes [10]. 
This paper presents a discrete-log based public 
key cryptosystem using the Jacobian group of Cab 
curves combined with LDPC for wireless 
communication systems.  
 
This paper is organised as follows: Section 2 
describes the flow of information for this new 
infrastructure. Section 3 presents the 
mathematical background of Cab curves. The 

performance is evaluated in terms of bit error rate 
in Section 4. Finally, conclusions are given in the 
last section. 
 

 
2. System description 
 

The construction of a new efficient cryptographic 
system is presented, based on the mapping of Cab 
curves and regular low-density parity check 
codes. The strength is based on the simplicity of 
performing the compression mapping before 
entering the LDPC encoder. Figure 1 shows the 
simulation infrastructure composed of a non-
linear block that performs the 
encryption/decryption process and LDPC 
encoding/decoding process.  
Figure 1 shows the LDPC_Cab cryptosystem 
composed by Encryption process (sender) in this 
case represented by Alice, and the other side of 
the channel the Decryption process (receiver) 
represented by Bob. LDPC_Cab Cryptosystem for 
encryption scheme is described using the Jacobian 
group of Cab curves 

 
3. Mathematical Background 
 

Cab curves constitute a wide class of algebraic 
curves including elliptic or hyperelliptic curves. In 
this paper we used C34 curve, which is a special 
case of Cab curve, is a non-singular plan curve 
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defined by the following form of polynomial 
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where ai’s are elements of the definition field k 
and . 00 ≠a
C34 curve C has a unique point ∞  at the infinity. 
The function Y and X has the unique pole at ∞  of 
order four and three, respectively. We can see the 
gap sequence at ∞  is { }5,2,10 >=< 4,3−N  and 
the genus of C34 is found to be three. 
Let  denote the group of divisors of degree 
0 on C defined over k, and  be the group of 
principal divisors on C defined over k. As well 
known, Jacobian group  on C is defined to 
be the factor: 
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On the other hand, let be the 
coordinate ring of C. Since C

[ ] F/YX,kR =
34 curve C is 

nonsingular by the definition, R is integrally 
closed domain, so R is a Dedekind domain. 
Hence, all of the nonzero fractional ideals of R 
compose a group . Putting the group of 
principal ideals of R , the ideal class group 

 of R is defined to be the factor: 
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In general, for a nonsingular curve, we can 
identify divisors on the curve and ideals of the 
coordinate ring, and its Jacobian group  is 
naturally isomorphic to the ideal class group 

. 

)(kJ C
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)()( kHkJ RC ≈      (4) 
 

In the below, we treat Jacobian group  as 
the ideal class group  of the coordinate 
ring R. 

)(kJ C

)(kH R

 
First, we compute  for the ideal product 

. For that sake, it is sufficient to find 
Groebner base of ideal J , (for details see [3]) 

with respect to C

Jf

21.IIJ =

34 order (  is the first element 
of it). 

Jf

 
In this paper we deal with C34  curve 

 on the prime field of 
characteristics 

0743 =++ XXY
1009=p . Since the genus of C34 

curves is three, types of ideals are either 11, 21, 
22, 31 or 32. Here, we only discuss the case in 
which ideals ,  are both of type 31. Another 
cases are dealt with similarly.  Take the following 
two ideals of type 31: 
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We would like to compute Groebner base of 

21.IIJ = to find . By computing the 
remainder of each  in equation (3) modulo  
and respectively, we get the matrix  for 

, : 
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To obtain linear relations among rows of , we 
connect  and 10-th unit matrix  to get 

. Against , we apply the row 
reduce procedure up to the sixth row. 

CM

CM 10I

10
´' : IMM CC = ´'

CM

The result in the Figure 2 showed the first six 
rows of  are linearly independent. This means 

monomials are linearly 
independent in  and the product J is of type 
61. 

CM
22 ,,,,,1 YXYXYX

JR /

 

Proceedings of the 10th WSEAS International Confenrence on APPLIED MATHEMATICS, Dallas, Texas, USA, November 1-3, 2006      254



Moreover, the right 10 elements of the seventh, 
eighth and ninth rows of m represents liner 
expressions of the seventh, eighth and ninth rows 
of  by the first six rows of , respectively. 
From this, we know linear expressions of 

  by 1 in 
, respectively, and we get the following 

Groebner base of J: 

CM CM
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4. Evaluation of the System 
 

In this section the performance is evaluated in 
terms of bit error rate. The efficiency of the 
system have been evaluated by running of two 
simulations that simulate the combination of Cab 
curves and LDPC code in Gaussian and Fading 
environments.  
Figure 3 shows that the combination LDPC_Cab 
achieves a signal to noise ratio of 17.27 dB for 
BER = 10-5 against BPSK over a Fading channel 
showed in Figure 1. 
 

5. Conclusions 
 
In this paper the construction of an efficient 
cryptographic system for mobile communication, 
based on the combination of the Cab Curve 
Algorithm and LDPC codes has been presented. 
This algorithm uses the Jacobian group of the Cab 
curves as a mathematical group to perform the 
encoder and space time operations. Our 
experimental results about the combination of 

cab curves with LDPC may be used as a 
guide for the selection of another cab curves to 
combine with LDPC code in applications residing 
in resource limited devices.  

34C

This combination offers an improved performance 
of  17.27 dB for BER = 10-5 against BPSK over a 
Fading channel and -8 dB for BER = 10-5 against 
Shannon limit approximately. 
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Figure 1: The simulation infrastructure of  LDPC_Cab Cryptosystem 
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Figure 3: The benefit introduced by the LDPC-Cab system 
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